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DOCUMENT SUMMARY/KEY POINTS

NSW Ministry of Health Policy Manual

Protecting People and Property

https://www.health.nsw.gov.au/policies/manuals/Pages/protecting-people-property.aspx

as The Manual. It requires mandatory compliance.
e The Manual is divided into 4 sections covering:
o Security Risk Management Framework

o Core Security Risk Controls (e.g. access/egress control, workplace camera
surveillance and duress alarms)

car parks and radioactive substances)

bomb threats, violence and Code Black arrangements).
e The CHW Security Policy is to be read in conjunction with The Manual.
e CHW contact numbers:
o Emergency Response: 2222
o CHW Security Office: 52000

e The above linked document is a NSW Ministry of Health NSW Health Manual (Policy and
Standards) for Security Risk Management in NSW Health Agencies. Hereafter referred to

o Security Risk Controls in Priority Areas (e.g. security in locations such as wards,

o Security Risk in Unplanned Events (e.g. Fire and other evacuation emergencies,

Note: Visitors are NOT allowed to visit a child in the wards of the hospital without the
presence of the child’s parent /guardian and /or the expressed and documented permission
of the parent or guardian.

This document reflects what is currently regarded as safe practice. However, as in any clinical situation, there may be
factors which cannot be covered by a single set of guidelines. This document does not replace the need for the
application of clinical judgement to each individual presentation.
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the Chﬂdfen,s hospital at Westmead

CHANGE SUMMARY

Document due for mandatory review
e Related Information updated

e Restrain of Patients section updated

e Hyperlink to NSW Health manual for Protecting People and Property updated.

READ ACKNOWLEDGEMENT

e All CHW managers are to read The Manual and the CHW security policy; all other staff
are to be made aware of both documents

e Mandatory My Health Learning course — Be Aware For Personal Safety,
Course Code: 276247273

This document reflects what is currently regarded as safe practice. However, as in any clinical situation, there may be
factors which cannot be covered by a single set of guidelines. This document does not replace the need for the
application of clinical judgement to each individual presentation.
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SCHN Policy, Procedure and Guideline Committee
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Introduction

The Children’s Hospital at Westmead (CHW) has a proactive approach to crime prevention.
All staff members are required to support this program in an effort to reduce/prevent crime
from occurring. This allows the hospital to identify risks and develop mitigation strategies.

Considerable reliance is placed on all staff members to minimise risk by supporting installed
security systems and adhering to security measures, such as greater awareness and
alertness. All staff need to be conscious of the types of risk the hospital faces due to its
design of open access in the provision of its services.

Pursuant to Chapter 8, The Manual, allowing for the unique and diverse nature of CHW, the
following provisions mentioned herein are to be included and interpreted as policy.

Related Information
e Enterprise-wide Risk Management

e Disaster Response Plan - CHW (2012-8008)

e Security Incident Requiring Controlled Hospital Access - CHW

e Radiation Safety Management Plan - CHW

e Company Representatives Visiting SCHN

e Missing or Absconded Admitted and/or Scheduled Patient

e Acute Severe Behavioural Disturbance in Emergency Departments

e Code Black

Roles & Responsibilities

Pursuant to Chapter 2, The Manual, the following parties have specific roles and
responsibilities in the development and implementation of the Manual and security risk
mitigation.

e The Ministry of Health is responsible for:
o Setting the statewide policy framework for security risk management.
o Monitoring policy implementation and effectiveness.

e Board members are responsible for exercising due diligence to ensure the NSW
Health Agency meets its obligations under the WHS Act, including by taking reasonable
steps to ensure:

o The NSW Health Agency has systems in place to identify, assess and eliminate or
control security related risks.

o They get relevant information on security related risks and how they are being
addressed, including advice on compliance with the standards outlined in this
Manual.
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(@]

They review information provided to them on security related matters and take
appropriate action to resolve issues or concerns.

e Chief Executives are responsible for ensuring:

(@]

The resourcing, development, implementation and maintenance of effective security
risk management within their NSW Health Agency, which is based on a structured,
on-going risk management process, consultation, appropriate documentation and
record keeping and regular monitoring and evaluation.

That NSW Health security risk management standards are met.

Staff are consulted in the development and implementation of security procedures
and when determining and purchasing equipment.

Appropriate legislative and Ministry reporting requirements are met, including
compliance with the Security Industry Act 2007 in nominating a suitably qualified
and experienced person as a ‘nominated person’ for the purpose of holding the
Master License and its associated responsibilities.

Staff are provided with the necessary skills to prevent and manage security/violence
related issues.

e Facility Managers are responsible for:

(@]

[¢]

Identifying individuals responsible for security administration within their facility.

Ensuring the on-going implementation of an effective security program, which is
based on a structured, risk management process, consultation, appropriate
documentation and record keeping and regular monitoring and evaluation.

Reporting all crimes and suspicious activity to Police.

Ensuring the Chief Executive, Risk Managers, Security Master Licence holders, and
where necessary external authorities such as Police and WorkCover, are advised of
security related incidents, as required under local procedures.

e Service Directors/Department Managers/Facility Security Administrators/Team
Leaders/Supervisors are responsible for:

(@]

Monitoring and ensuring compliance with NSW Health security policies and local
procedures including integrating security risk management into clinical practice,
where appropriate.

Consulting with staff and their WHS representatives, WHS and Security staff, and
other duty holders on security matters.

Keeping staff informed of personal and property security policy and procedures, and
management’s action in response to hazard and incident reports.

Identifying and assessing areas where personal and property security can be
improved in consultation with staff.

Responding to incident and hazard reports including investigation of incidents and
maintenance/replacement of security equipment.
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(@]

Implementing risk control strategies in accordance with risk assessments and
alerting senior management where the necessary controls are outside of their
authority to implement.

Identifying training needs for staff and ensuring training is provided and attendance
documented.

Reporting security related incidents as required under local procedures.

e Security Officers and Health and Security Assistants are responsible for:

(@]

(@]

Maintaining current security licence and first aid certificate.

Responding to security related requests and providing appropriate assistance as
necessary, in line with relevant policies and procedures.

Identifying and reporting security risks within the facility.

Responding to security related requests, in the clinical environment, under the
direction of clinicians.

Providing reports to management on security matters.

Providing security recommendations, consistent with their licensing level,
experience and allocated role, to management on matters of security within their
facility/service.

Implementing the security directives of management.

Working within the requirements of legislation, NSW Health policy directives and
local protocols.

Security audits and inspections, as appropriate.
Maintaining documentation and reporting incidents.
Maintaining security provisions such as key control, ID systems as required.

Ongoing professional development, including maintaining current knowledge of
relevant legislation appropriate to the security industry, and maintaining current
knowledge of healthcare security requirements, e.g. patient restraint policy and
techniques

e Al staff are responsible for:

[¢]

(@]

Complying with policies and procedures for personal and property security.

Using the security equipment provided, appropriately and correctly e.g. duress
alarms. Reporting all incidents and potential security risks to management in
accordance with procedures.

Participating in consultation and training on personal and property security matters.

Not knowingly placing themselves or others at unnecessary risk.
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Staff Identification

e The Security Department will issue a staff identification badge on the presentation of a
completed authorised form issued by People & Culture or the Kids Research, as
applicable.

e |f a staff member loses their identification badge, they must report this to the Security
Department, and the missing identification badge will be cancelled. Staff requiring a
replacement ID card must pay the replacement cost at the cashier and present the
receipt to Security to obtain a replacement.

e Staff / students and other duty holders ceasing employment or placement, must return
their identification badge.

e Temporary passes may be issued to staff in the interim, until a permanent card can be
arranged.

Visitors Identification

Non-Patient Related Visitors

e People from outside the organisation attending the hospital in a professional /
fundraising / work related capacity, such as company representatives, work experience
students, contractors, fundraisers etc., must wear a visitor badge whilst in the hospital
grounds. Also refer to Company Representatives Visiting SCHN policy:
https://webapps.schn.health.nsw.gov.au/epolicy/policy/5420

e Visitors must attend the Security Department with a member of staff who is able to
explain the reason for that person’s presence in the hospital or as per the Company
Representatives Visiting policy.

e Visitors will be issued with a visitor's badge and are expected to sign out of the hospital
at the Security Department at the completion of business.

e A number of contractor's badges are held in the Maintenance Department for daily issue
and should be returned to that Department.

e Large groups visiting the hospital, and under the supervision of hospital staff, are not
required to wear visitor badges. Refer to the Third Party Access to SCHN Hospitals and
Code of Conduct policy.
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Lost Property

e All lost property is to be managed through the Security Department.

e Lost Property is not to be held by individual departments and is to be surrendered to
Security as soon as practicable so that it can be properly registered and secured.

e On receipt of lost property, the Security Department will undertake a check for any signs
of property ownership to ensure every effort is made to return the property to its owner.

e Unclaimed lost property is held by Security for a maximum of three months, after which
time it is disposed of.

e No claim for lost property can be made by the finder.

e Owner claims for lost property, with the exception of any associated cash, may be made
through Security at any time.

e Cash found with lost property is secured by the Cashier and may only be reclaimed
during normal working hours Monday to Friday.

ADVOs/APVOs and Other Orders

A copy of any protection orders issued by the courts of NSW (e.g. Apprehended Domestic
Violence Orders (ADVO), Apprehended Personal Violence Orders (AVO) or Assumption of
Care Order) must be supplied by the relevant ward or department to Security staff and the
Health Information Unit (HIU) at the first opportunity, upon receipt. Security can ensure that
there is compliance with the restrictions listed in the order, as required. HIU will ensure
appropriate alters are added to the patient record.

Access and Key Control

Access Control

e A range of security measures have been employed in the hospital for access control
including:

o Passive Infrared Sensors (PIRS)

o Electronically controlled doors

o Coded keypads

o Video intercoms

o Electronic access control measures

e Staff should become familiar with security measures within their work area, as well as
those that control access to the hospital and car parks.
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e All reader access data is recorded and includes cardholder details, entry / exit times
and dates.

e The Security Manager shall have the ability to access the information stored on the
database. Information access for reasons other than direct security management shall
only be available with the approval of the Director of Finance and Corporate Services,
or the Chief Executive.

Key Control

All restricted key and lock changes must be processed through the Security Department to
ensure the integrity of the hospital’s access control measures. This includes locks and keys
for all new building works.

e Keys must be ordered and held by a nominated key holder.

e All key issues are recorded by Security on a key management system, which shall be
subject to annual audits.

e Staff are NOT permitted to transfer keys from one staff member to another.

e Key holders must return their keys when they resign, change offices, change
departments or no longer have a need for a key in line with the separating checklist for
staff leaving.

A staff member who loses a key(s) is required to provide a report on the circumstances
surrounding the loss to their Department Head then forwarded to Security with a
recommendation from the Department Head.

Replacement keys and subsequent works due to loss will be costed against the staff
member’s cost centre.

e Department master keys shall only be issued to department managers under authority
of the relevant Service Director. Individual door keys shall be issued with the approval
of the Department Manager.

e Great grand master keys are not to be taken from site.

Closed Circuit Television (CCTV)

e CCTV is considered a risk control strategy that is toward the lower end of the hierarchy
of risk controls, e.g. an administrative control

e Decisions to utilise CCTV, and the purpose for which it will be used as part of the
security risk management program, must be determined through a security risk
assessment.

e CCTVis only to be used for security purposes. Any camera manipulation, including
close-up focusing on individuals or locations is only permitted in direct response to a
security threat.
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e CCTV records are not to be viewed by Security staff, and not to be released without
prior written approval. Approval to view CCTV records must be given by the Director of
Finance and Corporate Services, or the Chief Executive.

e Exceptional circumstances must be discussed with the Security Manager and, if
deemed critical to security operations, the Security Manager may release or view
footage.

e CCTV images are stored for 21 days pursuant to Protecting People and Property - NSW
Health Policy and Standards for Security Risk Management and NSW Health Agencies
2022. CCTV will only be released to Police after the appropriate approvals have been
obtained. CCTV footage and images can also be obtained by production of a search
warrant, a subpoena or a section 53 order from the coroner. You do not need to
complete this form if you are requesting CCTV by any of these means.

Duress Alarms

The Hospital has strategically located fixed and portable duress systems.

e Systems are to be activated if there is an actual or perceived danger / threat to staff /
patients / visitors.

e Staff are to be made aware of the location and use of duress alarms within their
nominated workspace.

e Fixed duress testing is to be conducted at a minimum once per month and results
recorded and kept within the Security Department.

e Mobile duress devices are to be tested upon commencement of each shift by staff
within the area the mobile duress device is held. Contact the Security Department to
confirm testing procedures if unsure.

Security Incident Reports

e Staff members are to report all security related incidents into IMS+ and should notify a
Department Manager and / or a Security Officer.

e Reporting should occur as soon as practical after the incident while the detail is still
fresh in the minds of those involved.

e Security Officers responding to security incidents are to record response details in the
Security Control Room logs as well as completing a Security Incident Report via
Handidata.
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Theft

‘ Police Hotline — Available 24hrs to report thefts on 131444

e All Hospital Property thefts are to be reported to the Security Department, Security are
to notify Police

e A Property and Miscellaneous Claim / Notification form and an Asset Retirement Advice
form (available from Finance) is to be completed by the Cost Centre Manager and Head
of Department.

e Security Officers are to record all details and compile an incident report.

e Property or cash found missing during routine audit processes is to be reported to the
Security Department. All efforts are to be made to trace the loss. If evidence is
uncovered which suggests theft or fraud, the matter is to be reported to the Police.

e The Security Manager is to complete a Security Incident Report and notify the Risk
Manager, who follows up with appropriate actions.

e Staff / visitor and patient property / cash loss is to be reported to the Security
Department and reported to Police.

Drug Security

e General Pharmacy after-hours access can only be provided by the Hospital
Coordinator. A member of Security staff is to accompany the Hospital Coordinator and
access the pharmacy key held on the security Key Watcher system.

e If keys to the ward drug safe are misplaced or lost, the matter is to be reported to the
Director of Nursing and Director of Pharmacy (during normal working hours) or the
Hospital Coordinator (after hours). They will investigate the issue and liaise with
Security staff to have the lock changed during the next working day.

e Spare keys for each ward drug safe are held and may be accessed through the Hospital
Coordinator for use prior to lock change.
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Restraint of Patients

e Security can be contacted 24 hours a day for support on 9845 2002.

e SCHN is committed to principles of least restrictive practices, however staff safety is
paramount. SCHN considers the use of restraint must be reserved for circumstances of
the safety of patients, staff and others or critical need and only implemented when less
intrusive interventions have been attempted and have been unsuccessful.

e If a patient’s conduct is such that the patient is endangering the safety of themselves,
patients, staff or others, temporary physical restraint by trained staff may be required,
following the Violence Prevention Management principles. Security staff are available
24 hours a day to assist with patient restraint. The primary responsibility for managing
patients rests with clinical staff.

e The hospital, in assuming responsibility for children under the age of 16 years, acquires
some powers of control, however these powers are to be exercised very cautiously.
Physical restraint is only used until the patient’s behaviour is controlled with medication
and it is safe to remove the restraints.

Security Escorts

There is very limited offsite escort service and availability is dependent on Security
Department commitments at the time of the request. In general, if available at the time of
request, Security Officers can provide after-hours escort of staff to hospital car parks and
surrounding areas after daylight hours. Escorts will be performed where practical at 30
minute intervals, e.g. 1830, 1900, 1930 etc.

Copyright notice and disclaimer:

The use of this document outside Sydney Children's Hospitals Network (SCHN), or its reproduction in
whole or in part, is subject to acknowledgement that it is the property of SCHN. SCHN has done
everything practicable to make this document accurate, up-to-date and in accordance with accepted
legislation and standards at the date of publication. SCHN is not responsible for consequences arising
from the use of this document outside SCHN. A current version of this document is only available
electronically from the Hospitals. If this document is printed, it is only valid to the date of printing.
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